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Purpose: Guide for depositors to securely grant PRAXIS Technology Escrow read-only access to Azure DevOps repositories for automated escrow deposits.

Overview
PRAXIS Technology Escrow automates the secure retrieval and archiving of Azure DevOps (ADO) repositories as part of your escrow deposit process.
To enable this, please grant read-only access to our automation account:
· Azure DevOps user email: it@praxisescrow.com
Granting access allows PRAXIS to securely retrieve your designated repositories on a scheduled basis, verify their contents, and archive them for escrow.
No passwords or personal credentials are shared or stored.

Authentication Methods (in Order of Preference)
	Priority
	Method
	Use Case
	Access Level
	Notes

	1
	Add PRAXIS as a Repository User (Preferred)
	For single or limited repositories
	Read-only
	Simplest and most granular setup

	2
	Add PRAXIS to a Project with Reader Access
	For multiple repositories within a single project
	Read-only
	Centralized and fully automated

	3
	Add PRAXIS at the Organization Level
	For enterprises or clients wanting all projects/repositories included
	Read-only
	Supported, but broader than typically required



1 — Add PRAXIS as a Repository User (Preferred)
This is the simplest and most precise way to grant PRAXIS access to an individual repository.
Steps:
1. Navigate to your repository in Azure DevOps.
2. Select Project settings → Repositories.
3. Choose the repository you wish to share.
4. Select Security.
5. Click Add, then enter it@praxisescrow.com.
6. Under Permissions, set:
· Read → Allow
· All other permissions → Not set or Deny
7. Click Save changes.
Notes:
· Provides direct, read-only access to a single repository.
· Ideal for one-off or standalone deposits.
· Notify PRAXIS if repositories are renamed or moved between projects.

2 — Add PRAXIS to a Project with Reader Access (Recommended for Multi-Repo Projects)
For clients with multiple repositories under a single project, adding PRAXIS at the project level ensures full coverage without individual repo invitations.
Steps:
1. Navigate to your Azure DevOps Project.
2. Go to Project settings → Permissions.
3. Click Add user.
4. Enter it@praxisescrow.com.
5. Assign the Reader role.
6. Click Save.
Notes:
· Grants read-only visibility to all repositories within the project.
· When new repositories are added under the same project, they are automatically included in escrow.
· Recommended for multi-repo clients with product- or solution-based projects.

3 — Add PRAXIS at the Organization Level (Optional)
Organization-level access is supported when clients want PRAXIS to manage escrow coverage across all projects and repositories in their Azure DevOps organization.
Steps:
1. In Azure DevOps, open the Organization Settings page.
2. Go to Users or Permissions (depending on your view).
3. Click Add user.
4. Enter it@praxisescrow.com.
5. Assign the Reader role (do not assign Contributor or higher).
6. Confirm and save.
Notes:
· Provides read-only access to all projects and repositories under your organization.
· Recommended only for depositors who explicitly want PRAXIS to access all repositories for escrow.
· Follows the principle of least privilege — PRAXIS requests only read access.

Security Notes
· Access is read-only and limited to the scope you grant (repository, project, or organization).
· PRAXIS does not modify, commit, or delete any repository content.
· All credentials are stored securely under AWS-managed encryption.
· You can revoke access at any time by removing it@praxisescrow.com from your organization, project, or repository.
· PRAXIS automation will automatically detect and report any loss of access.

Next Steps
1. Choose your preferred access level (Repository, Project, or Organization).
2. Grant access to it@praxisescrow.com.
3. Notify your PRAXIS Operations contact when setup is complete.
4. PRAXIS will validate access and confirm successful repository inclusion in escrow.

Support
If you need assistance setting up access or verifying configuration:
PRAXIS Technology Escrow – Operations Team
📧 support@praxisescrow.com
📞 (877) 555-PRAXIS

