Granting PRAXIS Access to Your GitLab Repository
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Purpose: Guide for depositors to securely grant PRAXIS Technology Escrow read-only access to GitLab repositories for automated escrow deposits.

Overview
PRAXIS Technology Escrow automates the secure retrieval and archiving of GitLab repositories as part of your escrow deposit process.
To enable this, please grant read-only access to our automation account:
· GitLab username: AdvancedAutomationAAI
· Email: jdennany@aautomate.com
Access allows PRAXIS to retrieve the designated repositories on a scheduled basis, verify contents, and archive them under your escrow account.
All connections use secure GitLab authentication methods

Authentication Methods (in Order of Preference)
	Priority
	Method
	Use Case
	Access Level
	Notes

	1
	Add PRAXIS as a Project Member
	Best for single or small sets of repositories
	Read-only
	Direct and simple setup; no tokens required

	2
	Use a Group Access Token (GAT)
	For organizations with multiple repositories and restricted external access
	Read-only
	Provides access without adding PRAXIS as a member; preferred when user invites are not allowed

	3
	Use a Project Access Token (PAT)
	For a single private project when member invites are restricted
	Read-only
	Narrowly scoped; ideal for single-repo deposits


Note: GitLab “Group” membership links (team-level access) are not currently supported in PRAXIS automation. Access must be granted at the project or token level.

1 — Add PRAXIS as a Project Member (Preferred)
This is the simplest and most reliable method for granting access.
1. Go to your project in GitLab.
2. Select Project → Members (or Settings → Members depending on your version).
3. Click Invite members.
4. Enter AdvancedAutomationAAI as the username or jdennany@aautomate.com as the email.
5. Set the role to Reporter (read-only).
6. Click Invite.
Once added, PRAXIS will automatically include this repository in your escrow deposit schedule.
Notes:
· “Reporter” access provides read-only visibility to repository contents.
· Please notify PRAXIS if the repository is renamed, moved, or replaced so we can update our metadata.

2 — Use a Group Access Token (GAT)
If your organization restricts adding external users to repositories or groups, a Group Access Token provides an alternative.
This token allows PRAXIS to securely pull your repositories without joining your GitLab group as a user.
Steps:
1. In GitLab, navigate to your Group Settings → Access Tokens.
2. Click New Group Access Token.
3. Enter a name (e.g., “PRAXIS Escrow Access”).
4. Select Role: Reporter.
5. Select scopes:
· read_repository
· (optional) read_api if needed for private submodules.
6. Set an expiration (recommended 90–365 days).
7. Provide the token securely to PRAXIS (via encrypted email or your client portal).
Notes:
· PRAXIS stores all tokens in encrypted vaults under AWS-managed security.
· Tokens are never reused between clients.
· You may revoke or rotate the token at any time.

3 — Use a Project Access Token (PAT)
If your organization allows token access only at the project level, a Project Access Token provides a secure, scoped alternative for a single repository.
Steps:
1. Go to Project → Settings → Access Tokens.
2. Click Add new token.
3. Enter a name (e.g., “PRAXIS Escrow Access”).
4. Set Role: Reporter.
5. Check scope:
· read_repository
6. Set an expiration (recommended 90–180 days).
7. Provide the token securely to PRAXIS (encrypted email or client portal).
Notes:
· Project tokens are limited to the specific repository where they were created.
· Best for single-repo escrow deposits.

Security Notes
· PRAXIS access is read-only and limited strictly to repositories you designate.
· PRAXIS does not modify, push, or delete repository content.
· All credentials (tokens) are stored in encrypted form under AWS-managed security.
· You can revoke access at any time by removing the user or disabling the issued token.
· PRAXIS will automatically detect and report any loss of access.

Next Steps
1. Choose your preferred access method (Project Member, GAT, or PAT).
2. Grant access to AdvancedAutomationAAI (jdennany@aautomate.com).
3. Notify your PRAXIS Operations contact when setup is complete.
4. PRAXIS will validate the connection and confirm successful repository inclusion.

Support
If you need help granting access or confirming setup, please contact:
PRAXIS Technology Escrow – Operations Team
📧 support@praxisescrow.com
📞 (877) 555-PRAXIS
